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Notice of Unauthorized Access to Yamaha’s U.S. Subsidiary (Second Report) 
Report on the results of the survey of all group locations 

Yamaha Corporation (hereinafter referred to as “Yamaha”) announces that it has completed its 
investigation into the damage caused by the ransomware (ransom demand virus) infection that occurred 
at Yamaha Corporation of America (YCA), its U.S. sales subsidiary. In response to this attack, we 
investigated the network security of all our group locations and confirmed a new unauthorized access 
at our Canadian subsidiary. 

 
1. Damage caused by unauthorized access to YCA and response 

As reported in the first report, YCA promptly cut off the network connection of the ransomware-
infected devices and restored them with safety measures and is now operating as usual. As a result 
of the subsequent investigation, we have confirmed that no personal information of its customers, 
business partners, or employees was compromised. 

 
2. Newly confirmed unauthorized access and damage 

Yamaha Canada Music (YC), our sales subsidiary in Canada, also suffered unauthorized access by a 
third party around that same time, and we have confirmed that the personal information of local 
employees, its directly managed music school and business partners was stolen. YC has notified and 
alerted the parties concerned of the possible information leakage and has also reported to the local 
police. After confirming the unauthorized access, YC immediately shut down network connections of 
all systems and implemented additional safety measures. YC’s networks were then restored, and the 
company is operating as usual. 

 
3. Status of other locations 

Yamaha conducted a survey of the Yamaha Group’s network of 15 locations in Japan and 40 overseas 
locations and found no damage from unauthorized access other than at YCA and YC. There was no 
impact on the systems of other Yamaha Group locations, including those in Japan. 
 

  



In response to this incident, Yamaha will further strengthen the security of the systems at all the group 
locations, thoroughly manage accounts, and provide security education to its employees. We sincerely 
apologize for any concern or inconvenience this may have caused to our customers and other concerned 
parties. 
 
 
For further information, please contact: 

Yamaha Corporation 

Corporate Communications Division, Media Relations Group 

Contact form: https://inquiry.yamaha.com/contact/?act=55&lcl=en_WW 

 
 


